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Infrastructure

What has Rothco done
operational efficiency?


Presenter
Presentation Notes
Introduce myself to the audience.

What has Rothco done to ensure 24/7 operational efficiency?

Today, like many other companies, so much of Rothco’s operation is dependent upon computer systems.  Without them we cannot conduct our business.

Realizing this over the course of many years our team here at Rothco has spent countless hours building numerous redundancies into our operation.  Our goal is to keep Rothco running at a very high level, to try to ensure that we are available to serve your needs 24 hours a day, 7 days a week.



How have we been able to achieve this?

Outline of Topics to be covered:

=>» Meetings, Planning and Software Tools
=»Redundancy, Virtualization and Backups
=>»Phone System and Vuesion Call Center
=>»Network Infrastructure and Emergency Email

=>» Website Infrastructure and Software Monitors
=>»Printer Upgrades and Computer Room Expansion

=>Electrical Upgrades and Facility Generator



Meetings & Planning
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Presenter
Presentation Notes
Each week here at Rothco a tremendous amount of effort goes into planning.  Here for example is an actual photograph of a whiteboard in my office where the team is planning for various upgrades to some of our systems.  We need to communicate these ideas and make sure everyone is onboard and on the same page.

In the Information Technology Department alone there are weekly meetings on outstanding issues and task, ongoing projects, plus we attend numerous meetings outside the department to understand what is going on in other areas of the company.  This allows us to shift our resources to where they are needed to keep up with what other departments are doing in the company.  We need to be flexible!
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Presentation Notes
To help manage all of the different issues, task and projects that are presented to us we use several software tools.

The first one is Spiceworks.  This is a free piece of software that Matt Turek, Rothco’s Help Desk and Network Technician, located and setup for us to use here.   We have it installed on a physical server here at Rothco.  It does an excellent job in the area of helpdesk and ticket management.  It keeps track of all our open issues in a ticket form.  We can update tickets with status information and see who is managing the issue and close them out once they are done.

It also has some additional features to do an inventory of all the devices on your network and remind us about expiring service contracts on that equipment.


| Q, Search U | B Rezwan Ahmed my account | settings

4 X I@' @ -all users- + | § -ayornotags- ~ = H Z X | i=showLogs

+ | Name | Mark | Days left | Progress ||« | Message

All Groups « Rezwan Ahmed B Create development environment

a . & LA Task completed!

E Migrate HostMySite to Amazon AWS

E New ERP Discovery. V1 Rezwan Ahmed Bs Website Database Server Upgrade
PCI Compliance . 5 TR Task completed!

REFORTS
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PEOPLE rﬂ" Website Database Server Upgrade

a B Backup Upgrade
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E Migrate CS cluster to virtual environment

Rezwan Ahmed B Disaster Recovery Implementatior

. & [ELIEA Task completed!

Rezwan Ahmed W Disaster Recovery Implementatior
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E Disaster Recovery Implementation
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E Backup / Standby Cisco ASA Unit
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Presentation Notes
For Project Management we use a web or cloud based tool called 5PM.  It’s a Software As A Service or (SAAS), we access it through a web browser, and we pay a small monthly fee to access our portal listing our projects. 

Projects tend to take much longer to complete and typically require many more steps towards the completion process.  This software allows us to enter them as task under the project, add notes and review where we are at with the overall projects and determine what needs to be worked on next. 


ENI Projects~  Rothco

+ B Actmity ~ Schedules v  Messages | Tickets |  Repositories  People
3. Closed Tickets 447 Tick
Select: All, None, Reverse| Jpdate selected ticksts M Report Options | Export = | Refre
B2B System 10 Ticket:
Project i Summary Component Version Milestone Assignee Resolution
B2B System 1 Single Sign-on Code <M0ne= Integration of ne...  Mick W. Fived
B2B System 2 Change to contest page for Kristy B2B UserInterface  <none= <Mone= Mick W. Fived
B2B System 3 Mew database name wrong Database <M0ne= Integration ofne...  Wick W. Fixed
BZB System 4 Added static page for tshirt design contest Code <M0nes <Mones Mick W. Fixed
B2B System 5 DSN errorin prodstaging Admin CH3 <Mone= <Mone= Mick W. Fived
7R3 O |j i =N .d [ 2 Ij__lj =} =} .
B2 System 8 l;:ﬂnﬁ;n shows duplicate grids on expanded express P P P Antiiony P. Fired
B2B System 7 Maodification Needed to ALLITEM stored procedure Database <M0ne= <Mone= Mick W. Fived
— Add Warning Message regarding UPS & FedEx not . , .
B2B System g delivering to PO Boxes. <Mone= <M0one= <Mnone= Anthony P. Fived
BZB System g redirect when checking out with restricted item BZB UserInterface  <nones Integration of ne_. MWick W. Fixed
B2B System 10 Critical Bug in checkout for restricted item 10078, <M0one= <none= <Mnone= Anthony P. Fixed
Catalog / Apps 2 Tickets
Project E Summary Component Version Milestone Assignee Resolution
Catalog / Apps 1 Analtic Code for Wholesale Accounts <Mone= <Mone= <Mone= Kristy D. Fived
Catalog/ Apps 2 Catalog Instrustructions <M0nes <M0nes <M0nes Kristy D. Fixed


Presenter
Presentation Notes
Website development issues, task and projects fall under the responsibility of Nick Woodhead our Web Developer here at Rothco.  He uses another tool called Unfuddle which allows him to keep track of all the projects, task and issues that are ongoing with the websites.

The Information Technology Department helps out with a lot of the testing that goes into enhancements for the website so we can interact with this tool to see what needs to be tested and make notes on our findings.


Rothco’s Dual Internet Service
Providers (ISP’s)
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Presentation Notes
Rothco currently uses dual internet service providers.  Internet access has become so important to us for our website and email that we needed to setup redundancy in this area.  This was a goal of mine for many years and Rezwan Ahmed, our System and Network Administrator helped us put this in place last year.

Lightpath is our primary service provider.  They supply us with both our phone lines and our internet services.

Optimum/Cablevision also supplies us with internet access, emergency phone line and TV service.

We also still use Verizon copper phone lines for our faxes and these can also be used as emergency phone lines if we need them.


Rothco Virtualized Servers & Cloud

Name

EXCAS1
EXMB1
EXMB2
EXMB3
AD1
AD2

Avi

TS1
vCenterl
vmSyncl
BCM1

Navisphere

JetPrintMonitor S

netMon

vmxPtestO9

Start time

7:01:11 PM
7:01:13 PM
7:03:55 PM
7:04:07 PM
7:05:19 PM
7:05:46 PM
7:07:18 PM
7:07:45 PM
7:10:32 PM
7:10:55 PM
7:12:09 PM
7:13:51 PM
7:13:53 PM
7:11:17 PM
7:14:50 PM

End time

7:05:00 PM
7:11:13 PM
7:06:06 PM
7:06:31 PM
7:08:09 PM
7:08:31 PM
7:13:47 PM
7:12:02 PM
7:13:51 PM
7:15:31 PM
7:14:48 PM
7:15:01 PM
7:16:17 PM
7:12:40 PM
7:17:34 PM

Size

120.0 GB
320.0 GB
180.0 GB
180.0 GB
80.0 GB
80.0 GB
60.0 GB
85.0 GB
80.0 GB
60.0 GB
60.0 GB
14.0 GB
13.0 GB
40.0 GB
13.0 GB

Read

1.2 GB
10.3 GB
473.0 MB
422.0 MB
1.0 GB
940.0 MB
7.0 GB
1.2 GB
1.9 GB
2.3 GB
712.0 MB
168.0 MB
1.6 GB
357.0 MB
1.8 GB

Transferred Duration

386.3 MB
4.8 GB
109.8 MB
140.4 MB
304.2 MB
252.8 MB
3.6 GB
348.4 MB
481.1 MB
943.1 MB
198.8 MB
57.3 MB
634.2 MB
92.8 MB
1.1GB

0:03:49
0:10:00
0:02:11
0:02:24
0:02:49
0:02:44
0:06:28
0:04:16
0:03:18
0:04:36
0:02:39
0:01:10
0:02:24
0:01:23
0:02:44

Detai



Presenter
Presentation Notes
Virtualization.  Yes, Rothco has entered the Cloud.

We are currently running about 17 of our own virtualized servers here at Rothco.  We use a product called VMWare.  

A quick review of some of the servers that we have running in this type of virtualized environment are our Exchange Email Servers, Windows Active Directory Servers, our Anti-Virus Filtering Server, our Terminal Server, so when our sales team members are on the road or at shows they can remotely connect back here and get on our system to place or check orders or check inventory on an item.  And finally we have some of our monitoring servers that help keep tabs on things here at Rothco.
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Presenter
Presentation Notes
This device is a Dell EqualLogic Network Attached Storage Array or also called a (NAS).  This is where those 17 virtualized servers currently live.

This device is only about 6 inches tall.  Image for a moment if you had to have 17 individual physical servers to run all of these, it would take up about 2 large computer racks in the computer room.
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Presenter
Presentation Notes
This is the back of that same unit.  It is designed to be a completely redundant.  What does that actually mean?  It basically means it has two of everything, so if one component fails, the other one immediately takes over.

That includes power supplies, network cards, cpu controllers and disk drives.  All of these components can be switched or replaced while the unit is up and running.  It’s a very nice piece of equipment!
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Presentation Notes
Here are another few instances where we are utilizing the cloud for backup and replication services.

We have scripts running overnight where we backup our exported database to an Amazon web server.  We actually have a disaster recovery site setup using Amazon Web Services where we could run our business application in a cloud server if we needed to.

Also, we are backing up all of our user files to Google Documents for disaster recover purposes.  So this works as follows, basically the Sync Server runs a scheduled task every night to synchronize the user and public files as well as all the reports on our servers to a local external hard drive. Then the google drive application automatically synchronizes the local files to google drive.



- Rothco’s Voice Over Internet Protocol (VOIP)
Phone System
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Systems
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IP Office 5002 LAN:

Music on Hold
Mp3 player
custom recording
on playireplay

GB Backbone

Full Network Upgrade
VMPRO - HP Server: Lan1 — + 92 Ports
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Presentation Notes
Rothco’s phone system was upgraded in 2012 from an 20 year old PBX system to a newer technology call Voice Over Internet Protocol or (VOIP) or Voice Over IP.  This is basically a networked based phone system.

There are many components to our phone system and ours tends to be a little bit more complicated that some other companies out there because we are using some additional software that I will show you to help people here manage calls coming into the company.

Here we have our phone system or switch.  Network Power Over Ethernet switches, also called POE Switches, these power the actual phones over the network.  A Voice Mail Server which handle call flow and voice mail.  And our Vuesion Server, which helps routes calls to individual users.

Several of these network switches are located throughout the building and because of the size of this facility we have to connect them with fiber optic network cable to be able to properly span the longer distances between the physical switches.


Vuesion Call Center
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‘ i° Set-Wark *‘ ; D D D *‘ ; Q‘ ; D UD *‘ ;

— Matthew Princess  Rebecca  Receptio.. Receptio.. Remote Ted  ToniMarie  Warren
leone  Corea  DiChiara 1 ) Support  Statharos Anselmo  Sudler

I

Ext 123
""ﬂ Transfer Status Number Length  From ID DNIS

Hold

Release

D

77 Answer
Voice Queues  Queued Long. Active Aban.. Hand.. Overf.. Callb... "~TTA S.L  Avails Log..

Sales Main 0 0:00 &2 0 144 0 0 0:12 100% “ 6 9
CustomerSe... — 0 0:00 0 0 13 Ifc".ll(] 0:09 5% 90 1
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Presenter
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The Vuesion Call Center Screen show the status of all the Receptionists, Backup Receptionists, Sales Representatives and Customer Service Representatives.  This allows us to insure that incoming calls will be picked up and routed to an available representatives immediately.

Remember, All Calls to Rothco between 7am to 5:30pm are answered by a live person.

The warehouse that many of you were able to tour today has approximately 40 speaker horns distributed throughout the entire warehouse for group paging so if we need to locate someone we are able to page through the phone system to make that announcement in the entire warehouse.


Rothco’s Network Infastructure.

The Rothco Environment
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Presenter
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Rothco’s network infastructure is somewhat elaborate.  We now have 4 major area where network and computer equipment are located within this facility.  The main computer room has all of our servers and many of our network switches and firewalls.

We have a second telephone/network room, which holds more network and phone switches.

We have a third location in the warehouse office that also has network switches, phone switches and Wifi.

And finally the fourth location is in the new building, we have a cabinet that houses our phone and network switch for this new area.

All of these areas are connected via fiber optic cabling because of the distance between those devices is too long for regular copper cabling to span.
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Presenter
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Rothco currently utilizes an emergency email service from MXToolBox call Zimbra.

This is a great product that allows all of our email to be delivered to a cloud based mailbox for our users first, and then a copy of that same email is delivered to our Exchange email server here at Rothco.  




- Admin Panel
minranor, ROTHCO - Emergency Mail Services

for email services

TOOLBOX'

9 Manage Users Add Users

Spam Filters Mail Delivery

Logout, anthony.prossi@ro

Mail Routing

Diagnostics

Documentation Billing

1
Seach by email address

Manage Users

Show Users v Export to CSV Email User List Add Users Refresh Users from Server
o Users (83)
- Class|Email Address Password Admin|Status M Storage/Current Server  [View|Login
- Distribution Lists (30) | 1/1/1900
EM |andrea.commisso@rothco.com Modified |False |active |." 14 em2.mxtoclbox.com|View [Login
: . . 12:00:00 AM
- g Mail Routing 111900
- EM |angel.bergamini@rothco.com Modified |False |active IE'DD'DD M 166  |em2.mxtoolbox.com|View [Login
rothco.com —
EM |anthony.prossi@rothco.com Modified [True  |active 1/1/1500 129 |em2.mxtoolbox.com|View [Login
- 12:00:00 AM
" _(1/1/1900 . .
EM  |bemadette.warshawsky@rothco.com|Modified |False |active 75 em2.mxtoolbox.com|View |Loain
12:00:00 AM
- _[1/1/1900 . .
EM  |cathy.detomasso@rothco.com Modified |False [active | ..~ 0 em2.mxtoolbox.com|View {Login
12:00:00 AM
EM  |cathy.sordyl@rothco.com False |active ;f;_lﬁ;hggg M 152  |em2 mxtoolbox.com|View |Login
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What this does for us is that if we ever had a problem with our exchange server here, and by the way we were able to utilize this during Super Storm Sandy when we had no power here at Rothco for 2 1/2 days.  Users who had internet access could log into their mailbox using the MXToolbox Emergency mailbox service and respond to emails.  It hold about 30 days of inbound mail for our users.
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Rothco’s website is actually not located here at our corporate headquarters.  Our websites are located at a data center a few miles from here in Commack at a company called MindShift. 

The websites again are virtualized servers running in a cloud environment at MindShift.  We recently just completed an upgrade of our database servers to a Windows 64 bit SQL Database Server.  All of our web servers are 64 bit operating systems.  We also have our main website server for www.rothco.com and some of our legacy and development servers their as well.

We also replicate these servers from NY to Virginia.  You might ask why do we do this?  Well in the case that something were to go wrong in NY for whatever reason, we could failover to Virginia and continue to have our website available to our dealers.


Rothco’s Website Data Sync

Sort Order Type

3 Pricing

3 Pricing

3 Pricing

3 Pricing

4 Order

5 Restrictions
5 Restrictions
5 Restrictions
6 Purchase

6 Purchase

7 Units

7 Country

C
Table

PRC_HD
Prices
PRC_CU
Cust_Price
OR_SHPTO
EXP_HD
EXP_CNTY
EXP_PC
PO_Detail
PO_GR
CNVERTS
Regions

D

Records

335
120,449
1135
27,285
185,060
30

167
2405
143808
145,612
)

Size in MB's Frequency in Hours May evenutally change to

|
Last run Duration

16 seconds

1 minute 44 seconds
16 seconds

5 minutes 5 seconds
3 minutes 41 seconds
16 seconds

17 seconds

17 seconds

22 seconds

5 minutes 5 seconds
17 seconds

2 min 5 seconds

rounded off run time

0.5 minutes
2 minutes

0.5 minutes
5.5 minutes
4 minutes

0.5 minutes
0.5 minutes
0.5 minutes
0.5 minutes
5.9 minutes
0.5 minutes
2.5 minutes

K

Start Time

2:05AM
2:10AM
215AM
2:20AM
2:35AM
3:00AM
3:.05AM
3:10AM
11:15PM
11:30PM
12:25AM
11:00PM

8:05AM
8:10AM
&:15AM
8:20AM
8:35AM

205PM  8:05PM
210PM  8:10PM
215PM  8:15PM
2:20PM  8:20PM
235PM  2:35AM
12:25PM

12:20PM

3P
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Rothco’s website data is updated numerous times throughout the day.  We use what is called SQL Server Integration Service or (SSIS) database tool to run package updates.   For example, inventory is updated every hour on the hour from 7am to 7pm.  This allow us to provide you with up-to-date inventory information about all of our products that we sell.
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Server monitoring is a significant tool we use both here at Rothco Corporate Headquarters as well as at MindShift to allow us to react quickly to issues with the websites or email servers.  We get email alarms as well as phone calls from Network Operations in the event of any issues arising.  And Yes, we even get those calls after hours or in the middle of the night if something goes wrong.


() Service Status Details For All Hosts

s Cock |

£z A c Drive Space -2{11%12114539 0d 0h 6m 195 112 ¢ - fotal: 33.91 Gb- used: 21.35 Gb (§3%) - free 12.55 Gb (37%)
CPU Load BRI 20140512 114637 0d 0h 5m21s 1"z CPU Load 1% (5 min average)
Memory Usage 0K me0s 12114235 0d 0h 4m 235 1"z Memory usage: total11915.72 Mb - used: 1403.31 Mb (12%) - free: 10512.41 b (38%)
NSClints+ Version BRI 21a-05-12 11:43:33 0d 0h 3m 258 "2 NSClients+ 041,102 2013-07-15
Uptime O 2014051211443 0d 0h 2m 275 112 System Uptime - 11 day(z) 3 hour(s) 12 minute(s)
Sugar] TR c\ Drive Space -2u1+ua1211-45-29 0d 0h 1m 288 12 ¢: - fotal 40.00 Gb - used: 20.33 Gb (51%) - free 19.67 Gb (49%)
CPU Load 0K 2012114548 0d 0h 6m 10s 112 CPU Load 0% (5 min average)
Memory Usage BRI 20140512 11:48:48 0d 0h 5m 123 112 Memary usage: tofal4799.53 Mb - used: 138475 Mb (29%) - free: 341478 Mb (T1%)
NSClints+ Version oK ez 04 0h 4m 145 "z NSClients+ 041,102 2013-07-15
Uptime B 201e05-1211:43:42 0 0h 3m 183 112 System Uptime - 12 day(s) 2 hour(s) 3 minute(s)
localhost A HTTP -2{11%1211:44:41 954 21h 43m 145 112 HTTP OK: HTTPA1.1 200 OK - 454 bytes in 0.001 second response fime
e BRI 20140512 11:45:39 81400 12m 468 112 PING OK - Packet loss = 0%, RTA = 0.04 ms
Root Parttion 0K 2m1405-1211:45:58 81400 12m%s 112 DISK OK - free space: / 30914 1B (20% node=81%:
SH BRI 20140512 11:41:56 754 17h 19m 1s 112 SSH 0K - OpenSSH_S5.8p1 Debian-Subuntut.1 (protocol 2.0)
Swap Usage oK e 114z4 §140n 10m 548 "z SUWAP OK - 100% free (4093 B out of 4093 ME)
Total Processes BRI 20140512 11:43:52 $d2h4Tm34s M2 PROCS OK: €5 processes with STATE =RSZDT
vCentert B C:\Drive Space -2{11%1211-44-5{1 0d 0h 2m 8s 1z ¢: - fotal: 79.66 Gb - used: 29,80 Gb (37%) - free 49.86 Gb (53%)
CPU Load BRI 20140512 11:45:48 04 0h 1m 103 112 CPU Load 0% (5 min average)
Memory Usage oK 20e0s1211:4808 0d 0 5m S0s 112 Memary usage: total 871,58 Mb - used: 6218.55 Mb (79%) - free: 1853.01 Mb (21%)
NSClints+ Version BRI 20140512 11:42:08 0d Oh 4m 52 "z NSClients+ 041,102 2013-07-15
Uptime oK s 114 0d 0 3m 54s 1H2 System Uptime - 13 day(s) 1 hour(s) 54 minute(s)
vmBS1 A c\ Drive Space -2u1+031211:44:uz 0d 0 2m 363 11z ¢ - fotal: 39.66 Gb - used: 31.70 Gb (80%) - free 7.95 Gb (20%)
CPU Load 0K 2me0s12114500 0d 0n 1m 53s 1"z CPU Load 0% (5 min average)
Memory Usage BRI 20140512 11:45:58 0d Oh 1m 0= 112 Memory usage: total4799.53 b - used: 1612.63 Wb (34%) - free: 3185.90 Mb (5%)
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Here is another screen shot of some monitors for our internal servers here at Rothco.

For our websites like Rothco.com, manual systems status checks are done early in the morning and late at night after normal business hours. And periodically throughout the weekends and holidays.
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  This product is called Nah-Gi-os. Here’s an example of a Critical event of one of our outside servers where it is not responding to request.  We also get emails alerts that coincide with these events.


Job Order Ticket Printer Upgrades.

Talk about speed of old vs new printers.

Move backup printerinto a strategic location? . e
4
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 Last year we upgrade our printers to new High Speed Printronix Line Printers.  These are the printers that print all the orders that come into Rothco, even if they are placed over the phone or from the website.  

They print about 8 times as fast as the old IBM printers that we were previously using, at a speed of about 1000 lines per minute.  With these printers orders no longer wait in print queues, they print immediately for credit checking and then can be sent to the warehouse for order fulfilment.

We currently have two of these printers available to the production operation, with a spare one waiting in the wings if one of the main ones were to fail.  And they are significantly quieter than the previous models with the sound proofing case which helps keep noise levels much more tolerable in the office environment where staff members need to talk on the phone.
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 This is a photo of our computer room.  We also expanded this room last year.  Here you can see we cut through the wall behind these server racks.
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This expansion more than doubles are old computer room size, giving us more space to add several more server racks as our operation continues to grow.
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Finishing up the construction and here is one of our new racks for additional servers.
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Last year we added a full facility generator to this building.  As I mention earlier, during Super Storm Sandy no one expected to be without electricity for 2 ½ days.  
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That was a significant problem for our business and the addition of this generator has solved that problem going forward.  We will be able to operate even if there is no power in this area.
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To get this installed new conduit needed to be installed underneath the new building for both the generator and new building wiring.
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For a 24 hour period our entire building was basically off the electrical grid and we were running off of this external generator.  
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The entire electrical room had to be rebuilt to support the added power for the new building, plus install the transfer switch.  Rezwan literally stayed on site the entire night because all the computer equipment in the building had to be shutdown as they transferred our power to the external generator and rebuilt all the circuits.   If was almost 5:00am the next morning that we were finally able to bring up all our servers to start the next business day here at Rothco.
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The next evening we had to preform the same process over again to get us off of the external generator and back on the normal power grid.
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 This is a view of the complete installation.  All the main power feeds had to be wired into the new transfer switch.
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This is the transfer switch.  Once this switch senses that we are no longer receiving electricity from the power grid, it will send a start signal to the generator in the back of the building.  It takes less than 30 seconds for it to spin up to speed and then it will automatically switch the building over to the generator power!
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To summarized, I think I touched on several major areas of our operations today.  The purpose of this was to try and show you what we have done here at Rothco to ensure that we are available 24/7 to meet the needs of our dealers.

That is the end of my presentation for today.   Thank you!

Does anyone have any questions about any of the topics I covered today?
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